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Introduction:
From the References [1],[2].[3].[4].[5].[6].[71.[8].[9].[10], Equations to be solved with integer

values of the unknowns are now called Diophantine equations and the study of such equations
is known as Diophantine Analysis. The equation ¥ +y?>=z? for Pythagorean triples is an example

of a Diophantine equation.

Various methods to Generating Pythagorean triple:

From References

[10],[11],[12],[13],[14],[15],[16].[17],[18],[19].[201,[21] [22],[23],[24].[25].[26].[27]
following results will be occurred

Casel: to Generate a Pythagorean Triple ( x4, x5, x3) for each x,,there exists at least one x,

. 1 1
and at least one x5 , with x, = |ax§ —4—a| , X3 = |ax12 +E| ,
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1 . . .
{5, p is a factor ofxf, if x;isan odd
where a = N2
{E' p is a factor of (71) ,if x4 is an even

Computer programming (c #) to Generate Pythagorean Triples for x is an odd integer
from 3 to 100 as follows
For x is an odd integer:
Program:
var output = new List<Tuple<int, int, int, int, int>>();
var facts = new Dictionary<int, List<int>>();
for (inti = 3; i <=100; i++)
{

/I for x is odd integer

if (1% 21=0)

{

facts.Add(i, Factor(i*i));

¥

foreach (var item in facts)
{
var x1= item.Key;
foreach (var item2 in item.Value)
{
var p = itemz2;
varn =(x1*x1)/p;
var x2 = Math.Abs((n - p) / 2);
varx3=(n+p)/2;
output.Add(Tuple.Create(x1, p, n, X2, x3));

}
Console.WriteLine($"|x1 | p | n | x2 | x3 | (x1,x2,x3) ");
Console.WriteLine();
foreach (var item in output)
{
Console.WriteLine($"[{item.ltem1,5}/{item.ltem2,5}/{item.Item3,5}| {item.Iltem4 5}
{item.ltem5,5} | {(item.ltem1,item.ltem4,item.ltem5),5} ");

¥
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List<int> Factor(int number)
{
var factors = new List<int>();
int max = (int)Math.Sqrt(number); // Round down
for (int factor = 1; factor <= max; ++factor) // Test from 1 to the square root, or the int below it,
inclusive.
{
if (number % factor == 0)
{
factors.Add(factor);
if (factor = number / factor) // Don't add the square root twice!

factors.Add(number / factor);

}

return factors;
}
Computer programming (c #) to Generate Pythagorean Triples for x is an Even integer
from 2 to 100 as follows

Program:
var output = new List<Tuple<int, int, int, int, int>>();

var facts = new Dictionary<int, List<int>>();
for (inti=3;i<=100; i++)
{
/I for x is Even integer
if (1% 2==0)
{
facts.Add(i, Factor(((i/2) * (i/2)) ) );

¥

foreach (var item in facts)
{
var x1= item.Key;
foreach (var item2 in item.Value)
{
var p = item2;
varn = (x1 *x1) / (4 *p);
var x2 = Math.Abs(n - p) ;
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var X3 = (n + p);
output.Add(Tuple.Create(x1, p, n, X2, X3));

}

Console.WriteLine($"|x1 | p | n | x2 | x3 | (x1,x2,x3) ");
Console.WriteLine();

foreach (var item in output)

{
Console.WriteLine($"[{item.ltem1, 5}/{item.ltem2,5}/{item.Item3,5}| {item.Item4 5}|

{item.Item5,5} | {(item.Item1,item.ltem4,item.ltem5),5} ");
}

List<int> Factor(int number)

{

var factors = new List<int>();
int max = (int)Math.Sqrt(number); // Round down
for (int factor = 1; factor <= max; ++factor) // Test from 1 to the square root, or the int below it,

inclusive.

{

if (number % factor == 0)

{
factors.Add(factor);

if (factor = number / factor) // Don't add the square root twice!

factors.Add(number / factor);

}

return factors;

}
Case 1.3: Another Method to Generate Pythagorean Primitive Triple

Theorem: Choose aand b and c®>=2ab. Then (a +c,b + c,a + b + ¢) is a Pythagorean
Triple

Case 1.4: Introduce to Generate Pythagorean Triples with using of sequence of Fibonacci

numbers as follows. Let @ : Z% — Z3(P) with

O(Fp, Fuy1) = ((2Fny1 (Fy + Fuy1) , Fo(2Fapq + F), F2 1 + (Fy + Fuy1)?).
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From Reference [10], the sequence of Fibonacci numbers is ({1,1,2,3,5,8,13,21 ........}

following Recurrence Relation F, = F,_1 + F,_, forn > 2, withFy, =1,F; = 1.

Case 1.5: Introduce to Generate Pythagorean Triples with using sequence of Pell numbers as

follows.
Let P: ZZ - ZB(P) with (P(Pn'Pn+1) = (2PnPn+1 ’P121+1' Pr%aPr%+1 + Pr%)

Case 2: Generating Reciprocal Pythagorean Triples
The solutions of Diophantine Equation x™ + y™ = z" are satisfies the Reciprocal Pythagorean
1 1 1
Theorem RPT = {(x, y,z) € z3: wty= Z—Z} forn=-2.
The Reciprocal Pythagorean Theorem relates the two legs a, b to the altitude h is defined as

1 1 1 . ab
follows = + i ﬁwnh C=—.

Now introduce a Method, to Generate a Set of Reciprocal Pythagorean Triples with using

Euclid’s methodology of Generation of a Pythagorean Triples.

a ; b ~ ab a
1 —

Figure 1: Reciprocal Pythagorean Theorem

Consider the Reciprocal Pythagorean Theorem xiz +4 = ziz It follows that xiz = iz —

1
y? z2  y?

. . . x?2 . x  x\[(x «x
Again Simplify, 1 = i It will follow that (E + —) (E — —) =1

x2
y? y y

The above equations must satisfy the following conditions for some positive integers p, g.
X x p x X q

z'y q z y p

From the above equations, 2x = z (S + g) L 2Xx =y (S - %)

Choose, two positive integers p, q (p > q), let x = (p? + q?)(p? — q?).

It follows that z = 2pq(p? — q%) andy = 2pq(p? + q?)
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. 1 1 1 1 1
COﬂSIdEI’ x_z + )7 - ((p2+q2)(p2_q2))2 + (qu(p2+q2))2 - (qu(pZ_qZ))Z - Z_Z

Computer programming to Generate a subset of the set of Reciprocal Pythagorean
Triples x = (p* + ¢*)(p* — ¢,y =2pq(p* + q4*),z = 2pq(p* - q¢*)

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
int main()
{
intp, g;
double x, y, z;
for(p=2; p<=30;p++)
{
for(q=2;0<=30;q++)
{
if(p>0q)
{
x = ((pow(p,2) + pow(q,2)) * (pow(p,2) - pow(a,2)));
y=2*p>*q™*(pow(p,2) + pow(q,2));
z=2*p*q* (pow(p,2) - pow(q,2));
printf("For p= %d, q= %d; Values of (x,y,z) are (%.2f, %.2f, %.2f) \n", p, q, X, Y, 2);
}

by

return O;
}
Lemma 2.2: If (X, Y, z) is a Pythagorean triple then then (y z, X z, z2) is a Pythagorean triple.
Proof: Consider (yz)? + (xz)? = z?(x? + y?) = z*. Hence (y z, x z, z?) is a Pythagorean
triple.
It follows that If (X, y, z) is a Pythagorean triple then (y z, x z, X y) is a Reciprocal Pythagorean
triple and (y z, x z, z?2) is a Pythagorean triple. In this way we can generate Pythagorean and

Reciprocal Pythagorean triple with same two legs. Some results are represented in below table
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Corollaryl: Now we can apply Lemma 1 to generate successively alternate Pythagorean and

Reciprocal Pythagorean triples respectively

Main Work:
In the proposed system, three parties are involved in key exchange process. i.e

Key distribution center (KDC), source (A) and destination (B). If A wants to communicate
with B using symmetric key encryption, a session must be created between them. A secret

session key shared between and B is required for encryption of data in this session

Application of Pythagorean Triple in Cryptosystem
Key generation and Secure is critical to the security of a Cryptosystem. If fact key generation

and key exchange is the most challenging part of cryptography. In this chapter, a scheme for
symmetric key generation based on Pythagorean triple has been presented. The proposed
scheme incorporates a Key Distribution centre (KDC) for user authentication and secure
exchange of secret information to generate keys. The KDC operation involves a request from
a user for initiation. The KDC authenticates authenticate and secure exchange of secret
information to generate keys. The KDC authenticates the initiator. If the authentication is
successful, KDC generates and sends an encrypted timestamp to both the initiator and
responder.

The proposed system is based on a novel mechanism to determine Pythagorean triples to
generate keys. The formula uses factors of x to generate y and z such that x , y , z satisfy the
Pythagorean theorem.

The following notation has been used to Pythagorean triple calculation

X- input to calculate Pythagorean triple

p, - First prime factor of x, p, - Second Prime factor of x

| and z= 2Pl |x 191|
2py 2py

y and z — Key Pair , Suppose, If x isodd theny = i J1 the final key is computed

by XORingyandz.ie.p=y®z

In the proposed system, three parties are involved in key exchange process. i.e

Key distribution center (KDC), source (A) and destination (B). If A wants to communicate
with B using symmetric key encryption, a session must be created between them. A secret

session key shared between and B is required for encryption of data in this session.
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Construction of Pythagorean triple for n-tuple:

The Pythagorean n-tuple, x? + x2+x3+x3 + ---.. +x2_; = x2 has used to construct a tree. A
binary tree of height n has been generated whose leaf nodes are x;'s, for 1< i < n — 1 and the
root is x,,. As illustrated in given Figure, the leaf nodes are [ x4, x5, X3, .. oo . X, oo .. X1 ] @Nd
the root is x,, which constitute the Pythagorean n-tuples [x,, x5, X3, «.. oo.. X, ooe .. X1, X ] @nd

satisfies the equation x? + x2+x2+x2 + .. +x2_; = x2.

The Procedure defined as follows:
Step 1: choose x; , where x; > 3;
Step 2: let t be a temporary variable initialized as follows;
t=x
Construct a binary tree (T) by taking t as the root, x; as the left child and x, as the right child
which is calculated by applying step 3.

Step 3: for 1< i < n — 1, apply generation of key element from above methods.

1
For suppose, x;4, = a(t)? — ™

o {%,pis a factor of x%,if x, is odd
p; = a(t) +. ,\Where a=

{ﬁ,p is a factor of (%)2 ,if xq1 is even
t=p;
apply above algorithm to construct Pythagorean tree.
Some integer sequences are satisfied above properties are given below.
3% + 4% = 52
32 +42 4122 =13
3% 4+ 42 + 12% + 842 = 852
32 + 42 + 122 4+ 842 4+ 2042 = 2212
3% + 4% + 12% + 842 4+ 7207 = 7252
32 + 42 + 122 + 842 + 204% + 602 = 2292
3% + 4% 4+ 122 + 842 + 2042 + 14282 = 14452
32 + 42 + 122 + 84% + 720% + 1740 = 18852,
32 + 42 + 122 + 842 + 2042 + 18722 = 18852
32 + 42 + 122 + 842 + 720% + 2040% = 21652
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Conclusion:

The proposed system is based on a novel mechanism to determine Pythagorean triples to
generate keys. The formula uses factors of x to generate y and z such that x , y , z satisfy the
Pythagorean theorem.

The following notation has been used to Pythagorean triple calculation

X- input to calculate Pythagorean triple

p1 - First prime factor of x

p, - Second Prime factor of x

y and z — Key Pair

Suppose, If x is odd theny = and z= |x2p the final key is computed by

XORingyandz.ie.p=y®z

In the proposed system, three parties are involved in key exchange process. i.e

Key distribution center (KDC), source (A) and destination (B). If A wants to communicate
with B using symmetric key encryption, a session must be created between them. A secret

session key shared between and B is required for encryption of data in this session.
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