YMER || ISSN : 0044-0477 http://ymerdigital.com

Cyber Safety of Students in India and China:
A Comparative Analysis of Policies and Practices

*Ms. Janki Srivastava,

Research Scholar and Assistant Professor, Amity University Uttar Pradesh, Lucknow
Dr. Vartika Srivastava,

Research Guide and Assistant Professor, Amity University Uttar Pradesh, Lucknow

Dr. Pratibha Rail,
Research Co-guide, Professor & Head, S.K Saket P.G. College, Ayodhya
*Corresponding Author, jsrivastaval@Iko.amity.edu

Abstract:

Information and communication technology has transformed the world into a global village.
Internet is in hands of almost every individual. It has given us the power of knowledge but at
the same time it is the root cause of many problems that people are facing today. Generation
alpha, born in the era of internet, social media, and online gaming is more involved in online
activities. Yong children are given the access of internet at very tender age. It becomes the
need of hour to assess and monitor the usage of internet and make people aware about the
cyber safety and security measures, especially young generation. The present paper is a
comparative study on the cyber safety measures for youth taken by India and China as both
the countries are the most populated and the number of internet users are very high. A
systematic review of recent research articles, reports and government policies has been done
to understand the cyber safety and security measures opted by India and China. It propagates
to study the actions taken for students’ safety and security in cyber world by the government
and schools of both the countries considering factors such as government policies,
educational initiatives, and available resources. It was found in the study that both the
countries are concern about their youth and thus they are taking concrete steps in ensuring the
cyber safety of students.
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Introduction:

It is a fact that generation Alpha rely on internet. We are living in the cyber world where we
are connected to people we know and with those whom we don’t know! The Internet has
created a vast global network that has generated billions of dollars annually for the global
economy (Judge et al., 2021). As the use of internet is increasing, the risk of cyber threats is
also increasing in various forms like cyber bulling, cyber stalking, cyber financial frauds etc.
Most of the time the youth is becoming the victim of these crimes. Cyber safety of youth is a
big concern area for any nation. If we want to develop, we need to be ahead in the race of
technology, but not on the risk of life of our youth.

In the present study, student is confined to the population who are school going and are in the
age group of 5 years to 18 years and are most actively involved in using internet. The
students find solutions to their queries like projects, presentations, and content knowledge
through internet. Many assignments and projects given by the schools are online and they
have to refer to internet and spend time online. Otherwise also in their leisure time, they
prefer to spend time on internet and watch videos, make videos, Instagram, YouTube, play
games etc. It has been seen that if students are not doing anything, then also they surf internet
for hours and hours or play online games with no monitoring or restrictions. It is becoming
the habit of the students and is hazardous for the mental and physical health of the students.
Unfortunately, the more we try to restrict students from using internet for unnecessary
activities, the more likely they will use internet without parents’ consent and guidance. There
is no personal life, everything is open and public in this cyberworld. From relationships, to
emotions, from finance to family, this has all increased the screen time of students and is the
reason for many cyber problems. Everyone, especially the younger generation like to have
their private space, ‘me time’, where they get exposed to the world of internet unmonitored
rather going out and spend time playing and doing physical activities. Raising children in the
digital age isn't easy, but teaching internet safety and talking frequently about safety measures
consciously to students is important to set them up for success in the modern world. Thus,
ensuring the cyber safety and security of students has become a crucial concern for parents
and teachers by just not ignoring the use of ICT, but by making the wise use of it. The term
Information and communication Technology (ICT) is used in a more comprehensive manner
where it includes spending time online for academic and non-academic purposes. There
should be an emphasis on the safe use of internet and ICT. Cybersecurity is defined as a
process to educate internet users to be sensitive to the various cyber threats and the
vulnerability of computers and data to these threats. (Rahim, et.al.,2015). Most of the
students who are cyber bullied or becoming the victim of cybercrime are in the age of 13 to
18 years (Dalla Pozza et al., 2016). The generation z and generation alpha is more affected
with the cyber threats. In-fact lower the age, greater the risk of cyber threat.

Objectives of the study:

1. To study the cyber safety measures for students in India and China
2. To compare the cyber safety measures for students in India and China
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Understanding Concept of Cyber Safety in India

In India, cyber safety measures for students primarily revolve around educational initiatives
and awareness programs. These initiatives aim to educate students about the potential risks
and dangers of the internet, as well as teach them to protect themselves online. When people
visit any website or go online, the user’s data is stored online after one visit only and
automatically transferred to the social media platform's database without the owner's
knowledge and consent as mentioned by Young Researchers for Social Impact (YRSI).
Furthermore, in India, government policies and initiatives such as the Information
Technology Act of 2000 and the Cyber Crime Prevention Against Women and Children are
working in the direction of creating awareness and reaching to the remotest place of the
country.

India has become vigilant about the student’s cyber safety and security. National Council for
Educational Research and Training (NCERT) has also taken adequate steps in reshaping the
future of students in India by making it cyber safe place to learn and excel. NCERT has
issued guidelines for students, teachers and parents for safe and secure use of internet. A
handbook has been issued by Ministry of Education, “India for adolescents/students on cyber
security”. The handbook give insight about most vulnerable cyber threats like cyber bulling,
cyber grooming, online transactions fraud, email fraud, online gaming, safety of social
networking profile. India recognized the importance of setting up a cyber-security framework
that would guide the establishment of smart cities and deter attacks (Vasileva et al, 2018).
These initiatives aim to educate students about the potential risks and dangers of the internet,
as well as teach them to protect themselves online. However, there are challenges in
implementing these measures effectively.

Understanding Concept of Cyber Safety in China

China is world’s most populated country in the world and also a country with the most people
using internet. According to the study of CNNIC in 2021, around 97 percent of Chinese
children between the age of 6 and 18 years used the Internet. According to a survey by China
Internet Network Information Centre, around 25 percent of minors had faced cyber security
issues in the past six months, including internet fraud, viruses, and leaked personal
information.

The Chinese government takes a proactive role in monitoring and controlling online content
to ensure the safety of students. They have implemented strict regulations and censorship
measures to protect students from harmful and inappropriate content available on online
platforms, social media and, other websites to prevent cyberbullying and other cyber threats.
According to CNNIC survey report of August 2023, till June 2023, China had 1,079 million
netizens. The number of mobile users has reached to 1,076 million. It is not a surprise that
online games have also increased to 28.06 million from 550 million since December 2022,
which is 51.0% of all Internet users. As per the report till June 2023, the proportions of
Internet users aged 20-29, 30-39 and 40-49 were 14.5%, 20.3% and 17.7% respectively.

In China, the government is concerned about the physical and mental health of young
generation. Keeping in mind the cyber safety and security, the Ministry of Justice and the
CAC has issued a joint statement emphasising the significance of protecting minors in
cyberspace.
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It has highlighted the impact of excessive use of cyberspace on the nation’s future and the
happiness of families. China is also giving priority to overall health of young Internet User.
The 8" Premier of China, Mr. Li Qiang has issued a revolutionary order to implement the
“Cyberspace Protection Regulations for Minors.” This is first of its kind regulation by the
Chinese Government in providing the conducive cyber safe environment for nurturing the
“physical and mental health” of young internet users.

According to an article published on 25th October 2023 by Jane Chai, China has issued new
regulations for safety of minors by putting restrictions on tech firms, authorities, and schools.
The new regulation focus on the physical and mental health of millions of students under the
age of 18 years. Most of the students in China are addicted to internet and online gaming.
The government has given instructions to schools and tech companies to intervene and
protect the students from online harmful content. The rule came into effect from January
2021. The Cyberspace Administration of China (CAC) has applied ‘Youth Mode’ to control
gaming and content for the users aged under 16. Students are barred from live streaming
broadcasts and give gifts to live streamers. One more very interesting and effective step taken
by implementing curfew from 10 pm to 6 am which will restrict any youth from accessing the
internet.

As per the new regulation, China has restricted the online gaming for kids below the age of
18 years up to maximum 3 hours a week. Minors can play only between 8-9 pm on
Saturdays, Sundays and statutory holidays. The companies are informed to set real time limit
to the games. According to the regulations, internet product and service providers should be
subject to supervision by the government and society. The firms are subject to a fine of up to
500,000 Yuan (US$68,400), if they will be found breaching the rules. All the stakeholders
must take steps to protect youth and prohibit the production and reproduction of violent and
concerning contents and games. The firms, tec-giants, and individuals are restricted from
using prohibited internet content.

Impact of use of internet on Students in India and China regarding Cyber Safety
According to a study conducted by Singh & Patil, (2020) most of the students use the internet
for 1-2 hours every day and 2-6 days a week with a smart phones. A significant
association was observed between internet usage time and complications such as headache,
neck pain, eye dryness, eye redness, thumb pain, backache, numbness in the finger, and
disturbed sleep. A significant association was noted between the mode of internet usage and
the physical pain in children. Another study was conducted by the National Commission for
Protection of Child Rights (NCPCR) on the Effects (Physical, Behavioural and Psycho-
social) of using Mobile Phones and other Devices with Internet Accessibility by Children
(July 2021). Most of the time (62.2%) youth use their parent’s phone to access the internet.
As most of the parents are busy, the children use the internet unmonitored. It has also been
seen that it is the fault of the parents to addict their child with the internet. Younger the child,
parents give them smart phones which triggers their mind in such a way that they get exposed
to the cyber world at very young age. It has been found that the child get exposure to internet
as early as at the age of 6 months! This is a big concern area. At this age who will the parents
blame but themselves. This gradually becomes the habit and then addiction! It is the moral
duty of the parents to keep their child away from internet and they must monitor if the child is
watching the online content if required.
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Comparative Analysis of Cyber Safety Measures

Countries with the large population is more prone towards cyber-attacks. India and China
both the countries are vigilant about the cyber-attacks. Youth, especially students are the soft
targets for this. The students are getting aware about the cyber space in terms of
entertainment and knowledge but is has its adverse effect as well. It is causing internet
addiction and high risk of cyber safety and security. When comparing cyber safety measures
for students in India and China, it is evident that both countries recognize the importance of
protecting their younger populations from online threats. In India, the emphasis is on
education and empowerment, with schools incorporating cyber safety measures into their
curriculum and involving parents in teaching how to respond to cyber threats. In China, cyber
safety measures for students also focus on education and awareness. The Chinese government
has taken a major step by including strict regulations in their cyber laws. However, there are
some key differences in the approaches taken by the Chinese Government. One of the main
differences in China's approach is the government's active involvement in monitoring and
censoring online content. China has put restrictions on viewing the restricted sites for young
people. (Jiang, T. 2023).

India, on the other hand, focuses more on empowering students to make informed choices
and recognize potential risks. India's approach to cyber safety for students focuses on
education and awareness. According to an article published online on Inc42.com, India has
reported 13.91 lakhs cases reported cyber security related cases in 2022, as reported by
Rajeev Chandra Shekhar, Minster of state for Electronics and Information Technology, India
in the parliament of India. In India, there are many cyber safety initiatives done by the
government, NCERT, CIET, and other agencies to educate students about being safe online,
but the problems lie in the point that most of the things are available online for which they
need to surf the internet. Apart from that it is also a point to ponder that most of the students
are not aware about the right sites to get the accurate information about cyber safety and
security.  The National Cyber Security Policy 2013 has focused on building a secure
cyberspace for Indian citizens. They have incorporated cyber safety topics into the school
curriculum and encourage regular discussions and experience sharing with students. The
workshops are also organized to create awareness among teachers and students in schools.
They focus on training their teachers on the concepts of cyber safety and security of students.
In nutshell, it can be said that every country is concern about the misuse of internet and the
risks of online threats, thus they are working in every possible way to give protection to
youth of their country and inculcate the human values so that they remain connected to their
roots of being human.

Findings of the study:

1. India and China, both the countries are understanding the high risk of cyber threats to their
country in the form of attach on generation alpha’s mental and physical health.

2. Itis degrading the capacities of the young and making their mind not creative.

Use of cyberspace is making the students slaves of the technology.

4. The government of both the countries have become strict and vigilant of the use of internet by
students. Many of the restrictions have already been imposed in country.

w
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5. Special instructions to schools have been given to follow like adding the cyber safety and
security related content in curriculum, frequent workshops.

6. It needs more rigorous training of teachers and workshops for kids. Also, the parents and
teachers must involve children in physical activities or recreational activities so that they are
engaged.

7. There is a great responsibility on school teachers to ensure cyber safety of students. It desires
a proper training of teachers to improve their awareness and knowledge on cyber wellness to
detect internet addiction in students and intervene at an early stage.

Conclusion:

At present it can be very easily observed that the whole world is inclined towards the use of
Information and communication Technology (ICT). In the walk of life people are trying to
digitalize their lives. No wonder that human will work the directions of robots and computers
in future! We need to control our habits and thus lives. ICT and Internet was invented to make
our lives easy, but not to overtake it. Spending online time is pushing us towards the dark side
of internet where we are becoming the victims of cyber threats. It is drastically affecting our
physical and mental health. It is the most important reason for health degradation and cause
of many diseases. People, especially the younger generation are not interested in physical
activities. They spend most of the time watching anything on internet. We are loosing the
emotional connections with our family and friends. After generation Alpha, we need to return
to generation A and to adapt their healthy habits and lifestyle. India and China along with the
other countries are focused on the physical and mental health and thus, happiness of students
in their life. They are focusing on the cyber wellness of young citizens of their country.
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