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ABSTRACT
Keywords: Biometric-based personal authentication systems are more

reliable and user friendly, overruns the traditional personal
Biometric Identifier authentication systems such as knowledge-based system and
3D Finger Knuckle token-based system. Individuals are verified and identified
Finger knuckle trait using biometric technology based on their biological or
physiological traits behavioural traits .The physiological biometric traits gets
Finger geometry patterns abraded due to aging and massive work, while the

behavioural biometric traits are having high variations due to
external factors such as fatigue, mood etc. Among the
physiological biometric traits, Finger geometry patterns are
widely deployed authentication system reason being its
stability, user acceptability and uniqueness. Recent trends in
Biometrics attempt to incorporate 3D domain, since 3D
images are usually more robust and illumination invariant
compared to 2D intensity domain.
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1 INTRODUCTION

To access a variety of resources, from computer systems to research facilities and locations
like college campuses, to nuclear plants, we frequently need to authenticate our identities or
the identities of others. All security systems are based on access control; to discriminate
between law-abiding citizens and criminals, the appropriate individuals should be permitted
entry while the inappropriate individuals should be barred. Authentication is the process of
allowing only authenticated individuals to access the designated protected resources and
locations [1-2]. Traditional authentication systems are based on "What you know" (Knowledge
Based Systems), which includes Passwords and PINs or anything else you can remember and
write, and "What you have" (Token Based Systems), which includes physical authentication
devices. The below points outline the primary issues or deficiencies associated with
authentication systems based on passwords, smart cards, or password tokens: Passwords and
personal identification numbers (PINs) function well as long as they remain impervious to
unauthorized guessing attempts. The act of sharing passwords presents a significant issue.
While password tokens or smart cards are not as easily shared as passwords, they are
nonetheless susceptible to theft or loss [3]. The pilfered cards has the potential to be utilized
by an unauthorized individual in order to obtain access to various resources.

There are several vulnerabilities and challenges that are inherently linked to what you know
and what you have Authentication Systems. The inherent limitations of Authentication Systems
prevent them from accurately discerning the origin of an authenticator, namely if it originates
from a device that has been guessed, shared, or stolen [4]. These systems provide a significant
potential for unauthorized individuals or criminal entities to readily breach the security
measures and get access to the safeguarded resources. To effectively tackle these concerns, it
is imperative to implement a more streamlined and robust Authentication System. The
proposed solution is an authentication system based on biometrics, specifically known as
"What You Are” [5]. The term "Biometric™ is etymologically derived from the combination of
two Greek terms, namely "bios" which pertains to life, and "metros" which denotes
measurement. The process of automatically verifying and identifying an individual's
identification is accomplished by analyzing one or more distinct physiological or behavioral
features [6-8]. The primary benefits of biometric systems include: The password, in the case
of forgery, or identity cards, in the event of misplacement, are both examples of items that are
not susceptible to fraudulent replication or accidental loss [9]. The differentiation between
authentic individuals and imposters is consistently established by the discernment of unique
attributes, necessitating the actual presence of the individual in question. Biometric systems
provide enhanced reliability and user-friendliness. A biometric system may be described as a
technological tool utilized to ascertain the identity of an individual by quantifying one or many
physiological or behavioral attributes.

The term “biometric modality” is used to describe the physiological or behavioral
measurements obtained from an individual for the purpose of authentication. The Biometric
modalities that are widely acknowledged and approved on a global scale include Fingerprints,
Palm prints, Hand geometry, Finger knuckle prints, Facial recognition, Iris scans, Retinal
scans, Ear recognition, VVoice recognition, Signature analysis, and Keystroke dynamics. There
are two different categories for biometric systems as shown in Figure 1, Behavioral and
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physiological biometrics. The physical qualities of a person are represented by their
physiological biometric traits, while their behavioral biometric traits are their behavioral
characteristics [10]. While the behavioral biometric features are very variable due to outside
influences like weariness, mood, and other factors, the physiological biometric traits deteriorate
with age and heavy work [11]. Finger geometry patterns are one of the physiological biometric
qualities that are frequently used in authentication systems because of their stability, user
acceptance, and uniqueness. Finger knuckle traits get worn less under finger geometry patterns
because they are exposed to less intense work.

BIOMETRICS
I
Physiological Traits Behavioral Traits
_ 1 —
— Face 1 Signature
Fingerprint ] Voice
+—— Hand Geometry I

Keystroke

I | Finger Knuckle

Iris

Figure 1.Biometric Classification

In the realm of authentication systems, biometric traits emerge as paramount, harnessing
unique physiological and behavioral characteristics to identify individuals with unparalleled
precision and security. This paradigm shift from conventional authentication methodologies,
such as passwords and physical tokens, to biometrics, underscores the critical vulnerabilities
namely theft, loss, and unauthorized sharing—associated with traditional systems. By
leveraging intrinsic attributes, including but not limited to fingerprints, iris patterns, facial
geometry, and voice signatures, biometric authentication systems transcend these limitations
[12]. They offer enhanced security, increased user convenience, and a higher reliability level
for identity verification. This innovative approach not only addresses the inherent deficiencies
of knowledge-based and token-based systems but also marks a significant technological
advancement in securing access control mechanisms across a multitude of sectors. As such,
biometric technologies have become indispensable in modern security architectures, providing
a seamless, non-intrusive, and highly accurate method for ensuring the integrity of personal
identification and access systems.

The finger knuckle trait represents an innovative biometric identifier, capitalizing on the unique
and stable patterns found on the human finger's knuckle regions. These patterns, resistant to
wear and environmental changes, offer a secure and distinctive means for human identification.
Utilizing non-intrusive imaging technologies, finger knuckle recognition systems capture and
analyze these intricate patterns, providing a reliable method for verifying individual identities
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[13]. With advantages such as high uniqueness, resilience to forgery, and ease of acquisition,
the finger knuckle trait is emerging as a promising solution in the realm of biometric security,
finding applications in access control, forensic analysis, and beyond. The significance of
characteristics in the overall functioning of a Biometric System cannot be understated. The
criteria used to assess the suitability of physical or behavioral traits of a human as a biometric
modality include universality, uniqueness, permanence, measurability, acceptability,
performance, and circumvention.

2 METHOD
2.1 Types of biometric systems are mentioned here.

e Fingerprint Biometric System: The fingerprint is one of the most well-known biometric
identifiers and has been in use for more than a century due to its uniqueness and durability. Its
broad use and long-term collection by immigration and law enforcement, as well as its
numerous data collection sources, including the ten fingers, have contributed to its enormous
popularity.

e Hand Geometry Biometric System: This simple and cost-effective procedure uses a physical
inspection to confirm a person's identity. Included are hand size, finger length, breadth, and
form. Because to its adaptability, social acceptability, and integration potential, this biometric
approach is extensively utilized. Due to its lack of difference, this method's drawback is that it
only allows for one-to-one matching. By including new biometric traits, hand recognition
accuracy can be increased.

e Face Recognition System: People may be identified and characterized by their unique facial
structure, which consists of peaks and valleys of varied heights. The biometric system uses this
trait to differentiate between people. The face scan records and stores a person's face for future
enrolment verification purposes. Simple geometric models gave way to increasingly complex
mathematical representations and matching algorithms as face recognition technology
advanced.

e Iris Biometric Recognition System: One of the most reliable biometric identification and
verification techniques recently developed is iris scan technology. The biometric technology
system that uses the eye to identify a person is under the eye category. The method of
identifying someone based on their iris pattern is known as iris recognition.

e Hand Written Recognition System: A person needs a writing instrument in their hand in
order to sign using the handwriting and signature technology that has been approved by the
government, the legal system, and companies and is utilized by the majority of industries for
identification and verification. Using dynamic signature recognition and a person's traits, a
location may be determined. To do this, it is necessary to analyze the X, Y, and Z axes'
distinctive strokes' speed, velocity, timing, and direction.

e Voice Recognition Biometric System: The voice recognition system uses an individual’s
voice for determining identity based on the different characteristic voice features. The system
for the synthesis of the sound produced by the larynx. The Centre for Laryngeal and Voice
Disorder at John Hopkins Hospital described the critical role of the larynx, which is situated in
the anterior neck. During the enrollment process using voice recognition technology, a
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particular voice for an individual is recorded and stored in a master template and used for
further verification of that particular individual.

e Palmprint Biometrics System: The technology for palmprint biometric identification is new
compared to other biometric identifying methods like face, fingerprint, and iris. The palmprint
is recognizable, reliable, and extremely valuable. Similar to fingerprints, palmprints feature
delta points, major lines, minute details, wrinkles, and ridges. Nonetheless, it is believed to
have precise and unique identifying characteristics since it has a bigger surface area than
fingerprints and hand geometry of the biometric data collected by the sensor.

2.2 Stages Involved in a Biometric System during Recognition

Biometric systems undergo a series of crucial steps, including pre-processing to enhance data
accuracy, region of interest (ROI) selection for feature extraction influenced by return on
investment (ROI), and feature extraction to construct unique data representations. Feature
extraction aims to reduce dataset size while preserving essential information. Matching
modules compare newly created templates with reference templates, generating match scores
to validate claimed identities. Overall, these steps ensure efficient and accurate biometric
recognition processes. Figure 2 shows the stages Involved in a Biometric System during
Recognition

Input of Pre- Region of Feature Matching
Biometric | Processing y| Interest | Extraction .| Module
Trait

Decision
Module

Figure 2 Stages Involved in a Biometric System during Recognition

e Pre-processing: The biometric systems pre-processing, feature extraction, matching, and
decision-making steps are included. At the pre-processing stage, the computer is employed to
enhance the accuracy of the biometric data collected by the sensor.

e Region of interest stage: The Region of Interest (ROI) approach is used by biometric systems
before to or simultaneously with the feature extraction step. The selection of biometric feature
qualities to be used as matching criteria in a biometric system is influenced by return on
investment (ROI).

e Feature Extraction: The extraction of characteristics is fundamental for recognition systems.
The most essential information is taken from the inspected biometric data to construct a new
data representation. Everyone’s ideal new representation would be unique. In the identification
process for biometric systems, the extraction of characteristics is an essential stage. It involves
using less resources to analyses a large volume of data. By removing information that may be
used to categorize and acquire visual input patterns, feature extraction's main goal is to lower
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the size of the original dataset. For an offline handwritten signing system, static and phony-
dynamic feature extraction approaches have been developed.

e Matching Module: The newly created template is compared to one or more reference
templates by the matching algorithm. The result of the matching algorithm is match score,
indicating how similar the templates are. The number of matching between the input template
and the stored reference template feature sets is determined and a match score reported. Match
scores are used to validate a claimed identity in order to identify an individual. Figure 3 shows
the performance of the various biometric sensing systems

Factors Biometric Sensing Systems
Finger Face Hand Iris Voice Hand Gait Ear Palm | Palmprint
print Geometry Signatory Vein
Accuracy High Low Medium High Medium | Medium | High High High High
Ease of Use High Medium High Medium High High | Medium | Medium | Medium | Medium
Cost Low Medium Medium High High Low High High High High
Privacy High High Medium High High High High Low Low | Medium
Distinctiveness High Low Medium High Low Medium | Medium | High High High
Error Causing Age Occlusion Injury Eye Angle llness [nconsist | Weight Pose llness Age
Factor ency Gain
Barrier to Wom Plastic Hand Visual Speech Forgimg | Drunken | Lighting | Ageing | Wom
Universality | Ridges Surgery | Impairment | Impairment | [mpainment ness | Conditio prints
s

Figure 3 Performance of the various biometric sensing systems

2.2.1 3D on 2D Biometrics
A unique multi-view, multi-spectral 3D finger imaging system is the subject, [14] As far as we
currently know, this biometric imaging device seems to be the first of its type that can record
a wide variety of information obtained from the finger. A number of fingers' external skin and
interior veins were imaged using 3D finger imaging technology. Six different angles were used
to scan the fingers in order to accomplish this. To generate 3D finger models with veins and
skin textures, the recommended 3D reconstruction and texture mapping techniques are applied.
As a benchmark dataset, the Large-scale Finger Multi-Biometric database and benchmark for
3D Finger Biometrics (LFMB-3DFB) is developed. Ten times each of its 695 fingers is
captured by the LFMB-3DFB, yielding 83,400 images and 6,950 3D finger models in total. Six
skin and six vein images are used to depict each finger. Ultimately, a thorough and methodical
evaluation procedure is made in order to carry out in-depth experimental research and analysis
on this database. Tasks like subject-independent verification and subject-independent close-set
identification are the focus of these investigations and analyses. The best results are obtained
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by using extensive and rigorous testing for multi-view finger characteristics recognition, 2D
finger traits identification, 3D finger traits recognition, and score-level fusion on LFMB-3DFB.

While 3D finger knuckle detection is an image recognition challenge in and of itself, [15] has
demonstrated that substantial variation between the train and test dataset distributions and a
lack of training data negatively impact the performance of generic deep neural networks, such
as ResNet. These difficulties restrict the ability of generic neural networks to classify authentic
identities in a more general way. The advancement of 3D reconstruction techniques has sparked
a surge in the exploration of biometric identification through the utilization of 3D data. The
utilization of three-dimensional data from finger knuckle patterns offers additional information
that is complementary and invariant to illumination [16]. This enhances the reliability and
accuracy of biometric identification. The utilization of deep learning techniques has undergone
extensive research for a wide range of computer vision applications, including biometrics. The
utilization of deep learning techniques was also employed in the cutting-edge development of
3D finger knuckle identification. The proposed method aims to mitigate the issue of uneven
finger knuckle patterns by incorporating intermediate information from multiple-scale deep
neural networks simultaneously.

The utilization of 3D finger knuckle imaging for identification is strengthened by its greater
accuracy, enhanced security, and user-friendly characteristics compared to 2D imaging and
other biometric methods. This technology captures intricate details and depth of the knuckle
patterns, offering unique biometric signatures that significantly improve recognition
performance. The depth information inherent in 3D images ensures robustness against
variations in lighting and orientation, and provides a formidable defense against spoofing
attempts, making it highly secure. Additionally, the non-intrusive, contactless nature of this
technology aligns with a seamless user experience, promoting wider acceptance and
application in high-security areas, financial transactions, and secure access controls.
Collectively, these benefits justify the adoption of 3D finger knuckle traits as a reliable and
efficient method for biometric identification.

2.2.2 Advantages of 3D over 2D Biometric Systems
With the development of the global economy and information technology, particularly with
the advent of the Internet era, a growing number of professions now require reliable identity
verification. In the context of data, identity is progressively digitized and concealed [17].
Verifying a person's identity and upholding information security are challenging tasks in the
digital era. Biometrics are well-known field of research due to its reliability and simplicity of
usage. The use of biometric recognition technologies and systems has greatly benefited a
number of businesses [18]. Due to its ability to provide identity verification qualities like ease,
non-repudiation, and forgery resistance that traditional encryption cannot, biometric
identification technology is becoming more and more relevant in people’s daily lives. Humans,
on the other hand, use "multi-biological feature recognition™ to distinguish and identify people
based on traits including appearance (facial recognition), speaking style (voice recognition),
and stride (gait recognition). The fusion of multibiological feature recognition based on
matching scores is determined by the final conclusion, which is generated from the matching
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scores of these numerous recognitions [19]. This is crucial to the accuracy of human biometric
identification capabilities. So, it is conceivable to assert that multibiological identification
based on similarity scores is essential to people's capacity to establish their own identities. So,
after demonstrating the essential expertise in recognizing a variety of biological features.
Biometric identification authenticates an individual's identity by using their physical or
behavioral characteristics. The process of human biometric identification may also be divided
into two stages: "registration” and "recognition,” whereby the "registration" stage involves
storing various biometrics in memory and the "recognition™ stage involves recalling and
comparing those biometrics.
The state, gesture, and brightness of the image all affect how well face-based biometric face
identification algorithms work. Facial image processing-based biometric systems may be
impacted by a variety of factors, including the subject's age, the quality of the ambient light,
the imaging angle, and the observer's attitude. Biometric data collection, preprocessing, feature
extraction, and pattern recognition are the standard four steps in biometric recognition.
Although many classification algorithms work well in research settings, there are no
conclusions that can be relied upon in situations when time is concerned and there are large
databases.
These days, a lot of civic applications make use of biometric systems based on characteristics
like the fingerprint, palmprint, face, and iris. Because of the structural characteristics of the
hand, which are theoretically singular, time-invariant, and highly exploitable for identification,
hand-based biometrics are becoming more and more popular. Applying pressure to the
characteristic being scanned in traditional methods for acquiring 2D physiological data results
in elastic distortions that have a negative influence on matching accuracy. With contactless
image sensing, it is possible to get clear images while also preventing residual imprints.
Traditional methods for acquiring contactless 2D images are prone to illumination problems
and are open to spoof attempts. Hence the creation of contactless 3D imaging methods for
human identification are resistant to light fluctuations, limits problems with skin deformations,
and reduce the likelihood of spoof assaults.

2.3 Unimodal Biometric systems
A unimodal (or solitary) biometric system uses a single biometric characteristic [20] or a single
information source to confirm or identify a person. Theoretically, unimodal systems have
become more accurate and reliable over time, but in practice, registration issues arise because
of non-universal biometric characteristics, spoofing, and inaccurate data, as noted above.
Fingerprint recognition [21] analyses the distribution of lines on the surface of the finger using
a method based on fingerprint recognition to look for certain traits. The vast majority of
consumers are open to using fingerprint identification as a type of biometric security, even if a
sizeable portion of the general public is used to it. The technology is also functional and
accessible. It is important to keep in mind that different fingerprint recognition systems have
varying acceptance and rejection error rates. While comparing two faces, a facial recognition
system [22] examines how various facial features are arranged. Sometimes, external
characteristics like the skin are also considered. Biometric face recognition is possible by face
detection technology, which can recognize several faces in pictures. If a remote recognition
system is required, recent advancements in this technology make it a great choice for biometric
security. Moreover, the technology's capability to "negatively identify" people or remove faces
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makes it much easier to spot suspicious people in a crowd. A scanner looks at the distinctive
characteristics of the iris during an iris scan [23], which leads in the recording of those
characteristics as a (bar) code. Particularly when done with infrared light, iris scanning is
recognized as a reliable biometric security technique. Palm vein pattern recognition is based
on recognizing unique vein patterns, [24]. While using more reference points than finger vein
pattern recognition, this method of identifying is easier and more secure. The most refined
biometric security system currently in use uses nonreplicable iris scanning technology (or can
only be recreated with great difficulty). A high level of convenience is offered via quick and
accurate palm scanning for the user. Moreover, unimodal biometric technologies are less useful
than they would be in practical settings. Thus, one solution to these issues is a multimodal
biometric identification system. Additional research is needed on the drawbacks of unimodal
biometric systems.

e Noisy Data Biometric data occasionally contains noise when sensors are not properly
maintained. The most common source of audible fingerprints is dust on the fingerprint scanner
sensor. Another form of noisy data is errors in voice output during enrolment. If the camera is
not correctly focused, photos of the face and iris may seem blurry.

e Non-Universality biometric system is termed universal when all users can identify themselves
using the same biometric feature. Unfortunately, not every biometric feature is distinct. As a
result, the system'’s database cannot include information on these people. Around 2% of the
population, including those with disabilities and others who run across numerous roadblocks
during a regular registration process, are known to be unable to produce high-quality
fingerprints.

e Lack of Individuality Similar features may be gathered using biometric technology, such as a
face recognition system that takes pictures of the face. Some situations include father and son
or identical twins. More false matches happen because of the uniqueness problem.

In Biometric system, majority of physiological and behavioral characteristics are distinctive to
each individual, identity cards, passwords, and other traditional identifying techniques fall
short of biometrics. Several nations, like India, use biometrics to prevent identity theft and
maintain national security, incorporating them into security-related procedures. To identify
people, several biometric authentication and identification systems combine fingerprints,
hands, faces, and signatures. Physiological and behavioral characteristics are used by biometric
identification systems to identify people. The algorithm selects biometrics based on each one's
unique advantages and disadvantages. Multimodal biometrics more efficiently serve the criteria
of the authentication system, even if no one biometric can meet the needs of all applications
[25].

A multimodal ultrasonic recognition system is experimentally evaluated on the basis of the
fusion of 3D hand geometry and 3D palmprint data. The technique produces a volumetric
image of the complete hand and divides it into several two-dimensional pictures with different
depths for each characteristic. The 2D properties of each image are gathered and then
appropriately combined in order to create a 3D template. a ground-breaking biometric method
using non-contact 3D fingernail scanning. With this method, finger knuckles are
simultaneously photographed in 3D and 2D, which allows for a level of precision in matching
that may not be possible with only 2D or 3D patterns.
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2.4 Multimodal biometric systems

This method integrates the results of several biometric traits identification. A multimodal
biometric system employs several biometric modalities to provide a highly precise and secure
biometric identification system, in contrast to a unimodal biometric system, which might lead
to non-universality [26]. One element that commonly results in inaccuracies is the deterioration
of fingerprints. An error or failure in a multimodal biometric system may not have a impact on
a person due to the availability of many biometric technology systems. Thus, a multimodal
system's potential to lower the non-enrolment rate is one of its main benefits. By standardizing
and balancing the geometric mean and hyperbolic tangent, face and voice were brought
together. Ross and Jain used linear discriminant based algorithms, the sum rule, and a decision
tree to merge face, fingerprint, and hand geometry biometrics. The sum rule outperformed the
others, according to the authors' findings. Approaches for integrating speech and facial
biometrics [27] looked at multilayer perception, support vector machines, and tree classifiers.
A multimodal biometric system is created using ridge-based fingerprint matching and Eigen
face matching. The biometric sensor needs to be linked to the proper user interface before the
first module, the sensor module, may collect the user's unprocessed biometric data. The raw
biometric data that was captured and sent was then utilized to extract characteristics. The
biometric data collected using this approach is of adequate quality for further processing. To
compare the quality, the attributes are turned into a digital representation and delivered to the
matching module.

The fingerprint is one of the most well-known biometric identifiers and has been in use for
more than a century due to its uniqueness and durability. Feature extraction using 3D geometry
of surface normal vectors, for accurately encoding the curvature information [28]. Feature
comparison using similarity function generated from statistical distribution of the encoded
feature space, difficult to design complex feature descriptor with finger deformations Its broad
use and long-term collection by immigration and law enforcement, as well as its numerous data
collection sources, including the ten fingers, have contributed to its enormous popularity. This
simple and cost-effective procedure uses a physical inspection to confirm a person's identity.
Included are hand size, finger length, breadth, and form. Because to its adaptability, social
acceptability, and integration potential, this biometric approach is extensively utilized [29-30].
Due to its lack of difference, this method's drawback is that it only allows for one-to-one
matching. By including new biometric traits, hand recognition accuracy can be increased.
People may be identified and characterized by their unique facial structure, which consists of
peaks and valleys of varied heights. The biometric system uses this trait to differentiate between
people. The face scan records and stores a person's face for future enrolment verification
purposes. Simple geometric models gave way to increasingly complex mathematical
representations and matching algorithms as face recognition technology advanced. One of the
most reliable biometric identification and verification techniques recently developed is iris scan
technology [31]. The biometric technology system that uses the eye to identify a person is under
the eye category. The method of identifying someone based on their iris pattern is known as
iris recognition. A person needs a writing instrument in their hand in order to sign using the
handwriting and signature technology that has been approved by the government, the legal
system, and companies and is utilized by the majority of industries for identification and
verification. Using dynamic signature recognition and a person's traits, a location may be
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determined. To do this, it is necessary to analyze the X, Y, and Z axes' distinctive strokes'
speed, velocity, timing, and direction [32]. The voice recognition system uses an individual’s
voice for determining identity based on the different characteristic voice features. The system
for the synthesis of the sound produced by the larynx. The Centre for Laryngeal and Voice
Disorder at John Hopkins Hospital described the critical role of the larynx, which is situated in
the anterior neck. During the enrolment process using voice recognition technology, a
particular voice for an individual is recorded and stored in a master template and used for
further verification of that particular individual. The technology for palmprint biometric
identification is new compared to other biometric identifying methods like face, fingerprint,
and iris. The palmprint is recognizable, reliable, and extremely valuable. Like fingerprints,
palmprints feature delta points, major lines, minute details, wrinkles, and ridges. Nonetheless,
it is believed to have precise and unique identifying characteristics since it has a bigger surface
area than fingerprints and hand geometry. Contactless 3D images for identification is invariant
to the changes of illuminations, poses less problems related to the deformations of the skin
and spoof attacks .Image segmentation using deep learning method using Mask R-CNN [33]
extracts the discriminative features of finger knuckle, Palm and face from the 3D surface
normal vectors by using surface gradient derivatives. Matching approach uses surface key
points for estimating the final shifting parameters, which reduces the computational
complexity. However difficult to design complex feature descriptor with finger deformations.
CNN approach for recognition from deeply learnt multiscale features and alignment model
requires a lot of training data.

Biometric sensing systems have become more common, because of its ability to make use of
distinctive biological qualities. The government, as well as private and public organizations,
may use technology to fight fraud and identity theft. Biometric sensing technology used to be
the safest method of identifying and validating people, aims for public safety. Despite this,
high-dimensional data with plenty of redundant and uncorrelated characteristics still present
computational complexity issues. In order to reduce dimensionality, speed up computations,
and increase precision, a subset of pertinent characteristics is chosen. There are both unimodal
and multimodal biometric technologies. The 2D or 3D unimodal biometric system goal is to
identify people using just one biometric trait. This method falls short and is unable to provide
enough recognition accuracy. Data from several biometric traits are included into the
multimodal biometric system. It is more secure than a unimodal system and has the ability to
get beyond issues like erratic sensor data, lack of universality, uniqueness, and biometric traits.

3 CONCLUSION

In the comparison between 3D and 2D biometric identification technologies, the three-
dimensional approach excels in capturing the intrinsic details and in-depth information of
biometric traits, offering a more accurate, secure, and reliable means of identification. Its
robustness to environmental variations and enhanced anti-spoofing capabilities further solidify
its advantage over 2D imaging, which is more susceptible to forgery and less effective under
varying conditions. The user-friendly, contactless nature of 3D imaging technology not only
improves the user experience but also encourages wider adoption across various security-
sensitive applications.

VOLUME 23 : ISSUE 08 (August) - 2024 Page No:1587



YMER || ISSN : 0044-0477 http://ymerdigital.com

Thus, when it comes to biometric identification, 3D imaging represents a significant
advancement over traditional 2D methods, setting a new standard for accuracy, security, and
convenience in the Biometrics field.
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