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Abstract 

The attention of researchers is getting drifted toward NOMA, due to its efficiency in spectral 

usage, low latency, etc. Many believe that OMA cannot be further relied on. With the increased 

number of users, we need a better system- better than OMA. Although active development is 

done in the development of NOMA, security in the PLS remains an issue. The proposed work 

explains how this situation can be tackled using cryptographic algorithms. 
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1. Introduction 

It is expected that more than 29 billion devices will be accessing the internet by the year 

2030. [8] Data traffic, latency, etc., will become a great issue with that many devices. The 

current OMA can’t do the job. Despite the advantages like better SNR, it does have some 

disadvantages (which are discussed later in this paper). Thus, a better scheme is required that 

can handle large traffic. NOMA is one of the promising candidates for this job. This paper 

discusses how NOMA is preferable to OMA and further advancements that can be done to 

improve the former. 

 

2. NOMA’s Predecessor: 

To understand NOMA, one must first understand its predecessor i.e., OFDMA. In 

OFDMA, users are allocated by both time and frequency.  The OFDM stands for Orthogonal 

Frequency Division Multiplexing (A is for Access). In the process of FDM, the entire 

bandwidth is divided into a set of frequency bands. To avoid Inter Symbol Interference, they 

use Guard bands- a range of frequencies that separate the subcarriers. These subcarriers are 

multiplexed at the transmission end and transmitted over a single channel thus allowing 

multiple users’ information to be sent simultaneously. 

 Though this process seems fair, they have many disadvantages. One of them is the 

inefficient usage of bandwidth. Guard bands might not seem like a lot but when the number of 

users increases, so does the guard band. Since guard bands don’t carry any information, this 

ends up wasting the bandwidth. To avoid this Orthogonal scheme was introduced. This scheme 

divides the bandwidth among the users into several parts. The division is such that the 

frequencies are orthogonal to each other. Two frequencies are said to be orthogonal if their 

inner product is zero. 

 

∫ 𝑥𝑖(𝑡)𝑥𝑗(𝑡)𝑑𝑡 = 0 
𝑡2

𝑡1
𝑤ℎ𝑒𝑟𝑒 𝑖 ≠ 𝑗                                                               (1) 

                

This would mean that no signal could interfere with each other. This would mean the 

ISI is theoretically zero. This eliminates the need for guard bands. Thus, the overall bandwidth 

is conserved by exploiting the orthogonality principle. 

 

 
Fig1: Multiple Orthogonal Signals in a lossless typical OFDM System 
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As seen, even though many signals overlap when at the maximum value of a particular sinc, 

no other signal is maximum. 

 

2.1. Disadvantages of OFDM: 

The following are some of the major disadvantages of OFDM: 

a) The PAPR (Peak to Average Power Ratio) is high in the case of OFDM. Hence large amplitude 

variations can create high noise. The lower the PAPR, the better the system.[10][11]. 

b) Sensitive to Doppler shift, and frequency sync problems [9]. 

c) High sensitivity to Carrier Frequency Offsets (CFO) [12]. 

 

3. NOMA (SIC)- Working: 

Although orthogonality almost reduces the ISI and has much more advantages, when 

the number of users increases, OFDMA cannot be used. This is why the researchers are on the 

lookout for a good modulation technique. Next to OFDMA, NOMA seems to be the best [13]. 

Let’s discuss how NOMA works in brief.  

 Say there are two users in the cell. These two users might be one of the following 

categories: 

a) A is a video streaming device while B is just a normal device 

b) Vice versa of (a) 

c) A is farther away from the signal tower than B (i.e.) a cell edge user. 

d) Vice versa of (c). 

Now in normal system, all users are treated the same. But NOMA picks the user and treats it 

specially. Say we are in a situation (d)/(b). In the chosen situation user B can be prioritized. 

Under OMA, user A and user B would receive the following signals: 

 

𝑦1 = 𝑐1𝑝𝑟1 + 𝑤1                                                                                                                      (2)   

𝑦2 = 𝑐2𝑝𝑟2 + 𝑤2                                                 (3) 

 

(𝑐𝑖 − 𝑐ℎ𝑎𝑛𝑛𝑒𝑙, 𝑟𝑖 − 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑠𝑖𝑔𝑛𝑎𝑙, 𝑝 − 𝑝𝑜𝑤𝑒𝑟, 𝑤 − 𝑛𝑜𝑖𝑠𝑒) 

 

Respectively. 

 

They would be transmitted with the same power. In NOMA though, the signals are superposed 

on each other. This means, all the signals are modulated and added at the transmitter end. At 

the receiver end, B is given more power (as per our assumption above). So  𝑝2 > 𝑝1. B now 

receives the following: 

 

𝑦2 =  𝑐2(𝑝1𝑟1 + 𝑝2𝑟2)+𝑤2                                                                                                   (4) 

 

( 𝑐2  because the message traveled through the channel corresponding to user 2). 

 

𝑦2 =  𝑐2𝑝1𝑟1 + 𝑐2𝑝2𝑟2+𝑤2             (5) 
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since 𝑝2 > 𝑝1, the two terms viz. (𝑐2𝑝1𝑟2) and (𝑤2) can be considered as noise. The equation 

is now modified as: 

 

𝑦2 =  𝑐2𝑝2𝑟1 + 𝑤2
′                 (6) 

 

where 𝑤2
′  is the noise to be removed. 

But for user A, the equation is as follows: 

 

𝑦1 =  𝑐1(𝑝1𝑟1 + 𝑝2𝑟2)+𝑤1        (7) 

𝑦1 =  𝑐1𝑝1𝑟1 + 𝑐1𝑝2𝑟2+𝑤1          (8) 

 

Since 𝑝2 > 𝑝1, 𝑐1𝑝2𝑟2 cannot be considered as noise.  

Hence, user A has to decode what subscript base, c sub 1 , p , end base , sub 2 , r sub 2 is. It 

now estimates what this value is and subtracts it from the received signal: 

 

𝑦1 =  𝑐1𝑝1𝑟1 + 𝑐1𝑝2𝑟2+𝑤1 − 𝑐1𝑝2𝑟̂2        (9) 

 

where 𝑟̂2 is the estimate of the 𝑟2.  

This process is called Successive Interference Cancellation (SIC). If the estimation is good, 

then the equation will now become: 

 

𝑦1 =  𝑐1𝑝1𝑟1+𝑤1                               (10) 

 

Shannon’s Capacity equation tells that: 

𝑅 < 𝑙𝑜𝑔2 (1 +
𝑃

𝑁0
)                                             (11) 

𝑅 − 𝑟𝑎𝑡𝑒, 𝑃 − 𝑝𝑜𝑤𝑒𝑟, 𝑁0 − 𝑛𝑜𝑖𝑠𝑒 

 

Extending this to NOMA,  

 

𝑅2 < 𝑙𝑜𝑔2 (
𝑃2

𝑁0+𝑃1
) and 𝑅1 < 𝑙𝑜𝑔2 (

𝑃1

𝑁0+𝑃2
)                  (12) 

If the detection and decoding is successful, then from the user’s point of view, there’s only one 

person transmitting. Thus, an increased rate pair than the one obtained in OMA is observed. 

This is how SIC works and how NOMA can be superior to OMA. 

 

3.1. Limitations of SIC: 

SIC works in the following way: 

Step1: The signal is received from the signal tower. 

Step2: The strongest signal is first decoded. 

 

Step3: After decoding, the result of the step2 is subtracted from the received signal. 

Step4: Repeat steps 2 and 3 until the desired signal is obtained. 
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Fig 2: Block Diagram of SIC in a hypothetical 2-user NOMA system 

 

The signals are detected and decoded successively one after another; which is why it is named 

Successive Interference Cancellation.  

 The following conclusions can be arrived at from the above explanations: 

a) Say there are n users in a network. Now user 𝑘 is performing SIC in his system. The 

algorithm successfully decoded the first 𝑚 signals and while doing so 𝑘 made a small error in 

𝑚𝑡ℎ signal. Now all the 𝑚 − 𝑛 decoding 𝑘 does will be faulty. 

b) The process is complicated and time-consuming. 

c) Higher complexity implies higher computation. Higher computation implies higher power 

consumption. 

d) Each time while decoding a stronger signal, it is nothing but another user’s message. This 

leads to a violation of privacy. (Overcoming this is dealt with in the next section).  

 

4.Enhancing the PLS of NOMA: 

 

 As seen in the previous section, if a near user wishes, he can decode not one, but most 

of the far users’ messages sequentially by tweaking the algorithm a little bit.  

 

4.1. MAC and IMEI as crypto keys: 

 An encryption key is meant to be a secret. In [2], the author proposes that the MAC 

and IMEI can be used as keys to encrypt the message. Using this scheme is simple, and would 

work for most of the cases. In this paper, the author handled the security issue quite well.  

Signal from 

Tower 
Decode the 
strongest signal 

Strongest signal 

Subtractor 

Remove noise message 
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Fig3: Proposed Scheme using MAC and IMEI as keys 

 

After the signal is received, the normal detection is done (decoding strongest signal and such 

process). Here, the first generated key is applied and checked. If it returns a true response, then 

the sequential iteration begins and SIC is done until the desired signal is obtained. 

 Using MAC as a secret crypto key is not good because it is well known that for two 

devices be it direct device to device or device to the router, the MAC should be shared between 

them. Hence MAC address of a device cannot be kept as personal.  

 

4.2. Modified AES as an encryption standard:  

  In [1] the author uses a modified lightweight AES algorithm for voice encryption. In 

this work, the author removes the usage of the mix column operation and the output is directly 

taken from the shift-rows operation. This reduces the computation time.  
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Fig4a: Typical AES                                                   4b: Modified AES 

 

Upon simulating this modified AES using the VIVADO tool, and analyzation using Artix-7 

and Kintex-7 FPGAs, the following features are observed while compared to the traditional 

AES:  

A decrease of 

1. 10.67%in setup delay time. 

2. 17.34% in hold time (for Artix-7). 

3. 58.51% in setup delay time. 

4. 64.20% in hold time (for Kintex-7). 

 

 
Fig 5: Delay time in the modified AES 
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This lightweight AES can be used for encrypting the modulated signal. A portion of the safety 

is traded off in order to achieve fast encryption of voice signals. As said the mix-column feature 

is removed due to the removal of this feature, one cannot expect the same encryption level as 

in AES. 

 

4.3. Improved Twofish Algorithm: 

 The Twofish algorithm is mainly used for encrypting highly confidential data. The 

key length of this algorithm varies which makes it even harder to crack. But the downside is 

that Twofish takes up more time to run.  

 
 

Fig6: Block Diagram of Twofish algorithm 

 

 In [15], the author proposes two lightweight versions of the Twofish algorithm. This 

lightweight version based on NIST training is faster than the original algorithm. In this work 

([15]), the authors modify the F-Function using the tech of Present algorithm. This is used to 

make the former faster, securer and memory efficient. 
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 A complex hash function can be generated for this purpose and a secret key could be 

randomly generated and shared. Like AES the key could be long and complex and can be run 

multiple times to increase the strength. 

 

4.4. Proposed System: 

 At the transmitter side, encryption has to be done at two stages: 

a) One for identifying the signal during the SIC process, 

b) Another for encrypting the actual signal. 

The flow is as follows:  

1. The message signal is as usual modulated using suitable scheme say QAM. 

2. The conventional processing is done. 

3. An algorithm of choice (as mentioned in the former sections) with suitable parameters (low 

run-time, better security, etc) is used to generate first key. 

4. The key is xor-ed with the signal while second key is generated. 

5. Like step 4, the second key is also xor-ed. The signal is power amplified and aired. 

6. The superposed signal is received and strongest signal is decoded first. The appropriate signal 

is chosen using the first generated key. 

7. Using the second key, the message is decoded. 

 

 

 

 

 

 

 

 

 

Fig7: Improved uplink side 

 

The stage one encryption is solely for the faster identification of the signal and play little to no 

part in the security. Hence it can be one to few rounds. This trade off can reduce the delay time.  

 

Conclusion: 

 In this paper, an introduction to the OFDM is given to understand the process of 

NOMA and why it is needed. Furthermore, the SIC is also explained and its disadvantages 

were briefed. Security and privacy being one of the most important concerns is elaborated and 

solutions to overcome them were also discussed. 
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