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Abstract 

 This paper deals with the radio jammer for protection of VIP person, manpower and 

material resources against remotely controlled improvised explosive devices. The jammer is 

completely the result of domestic development in the Institute IRITEL. 
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1. INTRODUCTION 

NOWADAYS, exposure is to enemy frauds and terrorist attacks. The objective is to destruct 

or disable VIP person, manpower. Techniques for remote control of improvised explosive 

devices (RCIED) are emerging. 

 

2. BASIC PURPOSE AND THE DEVICE BLOCK-SCHEME 

 

Jammer for protection against RCIED has to ensure the protection of own forces (mobile and 

stationary) by jamming the control of explosive devices. The main task is done by transmitting 

jamming signals in a wide frequency range with reduced power comparing to the earlier 

solution developed in IRITEL wherein is used a wide variety of different operation modes and 

kinds of jamming signals, generated by modern methods of Direct Digital Synthesis (DDS). 

The device operates in the active jamming mode. 

 

                 Block-scheme of the jammer 

- central processing unit ; 

- control keyboard; 

- Personal computer.  

-  

- A CPU or just processor is the one that executes instructions comprising a computer program. 

The CPU performs basic logic, controlling, and input,output (I/O) operations specified by the 

instructions in the program. This contrasts with external components such as memory and I/O 

circuitry,[1] and specialized processors such as  GPUs. 
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-  Control keyboard can be used to manually manage jammer operation. The entire device can 

be switched off from operation by one switch, or individual subbands may be switched off. For 

each of the 8 subbands there is a separate switch to turn off or on the subband. On the control 

keyboard there are indicators of proper functioning of certain system components. 

-  

- We know about Personal Computer. 

 

CPU accepts data on the status of subband functioning, and then it is forwarded to PC. The 

program in the PC is implemented in VisualC# programming language under the Windows OS. 

 

 

Eight subbands, in which jamming signals are generated,cover the entire frequency range of 

20MHz-6GHz. The subbands are distributed so that the first subband covers VHF band, the 

second one covers the part of VHF and the part of UHF band, the following 5 subbands cover 

certain parts of the UHF band, while the last subband covers the part of SHF band. The program 

of this processor takes place in embedded software in the C programming language. 

The blocks, which take part in jamming signal generation, are: 

- exciter; 

- multiplexer; 

- amplifier; 

- filter; 

- antenna. 

The direct digital synthesis unit can generate the whole series of different signal shapes. 

This generated signal consists of very short impulses, which have a very wide frequency 

spectrum. In this way, by obtaining a wide spectrum of signals, it is possible to achieve wide 

band jamming. 

 

3. DEVICE OPERATION MANAGEMENT 

The jammer operation management is implemented from a Personal computer. The operator 

has the possibility of specifying the formed signal. Pass- band range of each exciter modules 

emphasized in the first column of the menu. Also, to define parameters of the jamming signal: 

shape of the signal (if it can be generated in several ways) - jamming strategy, type of the 

jamming signal, its level, central frequency of the generated signal (for example, for sweep 

signal), duration of one signal generation cycle, the bandwidth of generated signal in a sweep, 

and so on can be taken in to account. 

 

4. CONCLUSION 

The cost-effective wideband radio jammer against RCIEDs is available. The application of 

modern technology enables jamming in a wide frequency range. 
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