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Abstract

Mobile Forensics is now days, increasingly becoming more challenging as it is the field
of science that is continuously evolving with respect to the rapidly developing
technologies and techniques for the extraction of the mobile data and its decoding.
Majority of the crimes are getting committed digitally and especially the criminals are
preferring mobile handsets than a laptop or desktop machines, leaving the footprints
behind which could be evidence against them. The mobile handsets along with their
software applications are getting more advanced and sophisticated mainly due to
advances in Cloud computing where clouds are used to store data, Anti-forensics where
efforts are made to defeat forensic procedures and Encryption which is used to secure
the data during transit. But when compared with the pace of development in mobile
hardware and software, the forensic tools and techniques are growing very slowly.
Hence the contemporary forensic tools and methodologies are becoming increasingly
obsolete and hence urges for the advanced forensic tools, methods which could comply
with the need of today’s mobile forensics. Hence, this work presents a detailed survey of
the contemporary challenges faced by the forensic experts with the current forensic tools
and its methodologies and also the need, scope and opportunities associated with the
novel and secure software framework that can address the majority of issues occurring
while extraction and decoding of mobile artifacts.

Keywords: Mobile Forensics, Cloud computing, Anti-forensics, Encryption, Mobile
Artifacts.

1. Introduction

Today is the Era of Information Technology where the new technologies arrive day by
day and the existing technologies evolve continuously to provide ubiquitous environment
to the human being to carry out not only the personal but also the business tasks in
skyrocket speed. The major role in this revolution is being played by the mobile phones
or smart phones. Mainly the mobile phones are advancing with respect to their operating
systems, the firmware, their hardware components too where there is competition among
the device manufactures to give phenomenal features to their users with less cost
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especially with Android mobile phones. Number of detected malicious installation
packages on mobile devices worldwide from 4th quarter 2015 to 2nd quarter 2021 in
Fig.1:
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Fig.1: Number of detected malicious installation packages on mobile devices
worldwide from 4th quarter 2015 to 2nd quarter 2021
Source: Statista.com

Today variety of tasks a Smartphone can perform like not only dialing call and receiving
the same but also doing text message, email, sending audio, video, pdf and almost all
type of multimedia. It also stores the most sensitive personal and financial information of
the users. Android developers are adding variety of utility applications day by day for
managing personal and business tasks. Smartphones vendors dream to make it as
replacement for the computers by embedding variety of hardware and software
components in it. This lures the hackers and the malware developers also to exploit the
vulnerabilities in the smartphones and to commit the cybercrimes. Even as the number of
mobile handhelds used by world is increasing day by day, the number of stolen phones
and the infected one by the malwares is also growing too. Here the stream of Mobile
Forensics comes into a prominent role as the countermeasure to identify the attacks
launched on the smartphones and to detect the criminals committing cybercrime. But
with different blends of hardware and softwares, network and communication protocols,
no single tool can be used as universal tool for carrying out the mobile forensic
investigations for all smartphones. With the inappropriate expertise in MDF tools,
forensic field knowledge, and practice of handling cases, a forensics investigator may
commit serious mistakes that could destroy important data [7]. This paper will present
challenges in mobile forensics with respect to the available tools, their merits and
demerits and will highlight the urge for the novel and secure software framework to
create the mobile forensic tool for the extraction and decoding of mobile artifacts.

2. Challenges in mobile forensics

Hardware differences

There is huge variety of mobile handhelds available in the market which is of different
models and are by global manufacturers. When it comes to carry out Mobile Forensics,
the experts are flooded with variety of handsets with different softwares, operating
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systems, hardwares. The challenge increases due to the very short span of evolution of
higher models of the same handhelds. So the forensic expert not only critically needs to
update themselves on new MDF but also on new handsets.

Mobile operating systems

Majority of the PCs are found to be with Windows OS. But that’s not the case with
smartphones. The various operating systems of mobile handheld are HP’s webOS,
Apple’s 10S, RIM for Blackberry, Google’s Android and Nokia’s Symbian OS. This
pool of operating systems and their continued evolutions to higher versions makes the
Mobile Forensic a tedious task for the forensic experts.

Mobile platform security features

The modern smartphones come with different built in technical security features. Their
main purpose is to secure the users privacy and data. Even though these are proved to be
useful for the users but it imposes new challenges for the data acquisition and the
examination process. The deep encryption from hardware layer to software layer
requires to be broken to absorb the data out of modern smartphones.

Lack of resources

As the number of smartphones with different hardware configuration are flooding the
market, hence the accessories such as power chargers, data connectivity USB cables and
the batteries which are required during the Mobile Forensics also need to be maintained
by the Forensic experts for the successful forensic procedures.

Preventing data modification

The alteration or the modification of the data stored in the smartphones should be
strictly prohibited for the Forensics procedures. But as the data in the smartphone tends
to modify as the handset is merely switched ON, avoiding the data alteration is almost
impossible. Background processes like calendar, clock still continue to run even if the
phone is switched off, the similar application will cause the change in the integrity of the
data with sudden state change.

Anti-forensic techniques
Many anti-forensic techniques, such as data hiding, data forgery, data obfuscation, and
secure wiping, make the process of investigations on digital media more challenging.

Dynamic nature of evidence

It is an easy task to change or modify the digital evidence or proof, either intentionally or
unintentionally. Simply, accessing an application on the smartphone might modify the
data stored by that application on the device to be investigated.

Accidental reset

Everything on the Mobile phones can be reset. Mistakenly Resetting the device or even
accidentally, while investigation may result in the damage of data.
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Alteration of Device
If the suspect tries to modify or upgrade the manufacture’s operating system, or moving,
renaming application files, may lead to the complete alteration of the mobile handheld.

Passcode Recovery

Now days, all the smartphones come with the in-built passcode mechanism to unlock
them. The forensic expert requires the access of the passcode protected smartphone but
that too without the loss of data which is challenging task. Even though bypassing
techniques for the screen lock come to rescue, but these techniques are not compatible
with all smartphones.

Communication Shielding

There are numerous technologies with the help of which the smartphones communicate
with outer world like cellular networks, Bluetooth, Wi-Fi, Infrared. It is important to
immediately seize the device as further communication by it may modify the data
possessed by mobile handheld.

Lack of availability of tools

The wide range of Smartphone with different firmwares, softwares and hardware are
present in the market. For all these handhelds, no single universal forensic tool is
available. Hence the approach of combination of tools needs to be followed but choosing
the appropriate tool for a particular handheld is always a challenge.

Malicious programs

Often the Smartphone might be infected with some malicious software or malware, such
as a virus or a Trojan. These malicious softwares may result into serious damage or loss
to the crucial data in the phone and may result into destruction of digital evidence.

Legal Limitations

No geographical boundaries do exist for the crimes committed through mobile devices.
But when it comes to handle multijurisdictional issues, the awareness regarding the
nature of crime and the regional legislations is mandatory for the forensic experts.

3. Related Work

Very less work has been done towards creating the software frameworks for the mobile
forensic tools. In [1], the authors mainly taken into consideration the terrorist network
and the criminal network and tried to address the issue by the combination of Hadoop
technology amalgamated with the renowned EnCase MF software so that massive Big
Forensic data could be extracted more efficiently and effectively. The resultant
framework model proves to be much efficient in extraction and decoding of Big Forensic
Data. By combining the NodeXL, digital forensics and the technologies of Hadoop, the
authors formulated and proposed Big Forensic Data framework. Figure 2 depicts variety
of input files from the EnCase, the MDF tool. These files are inputted to Hadoop
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framework for the forensic processing. The data obtained from this process is then
inputted to NodeXL by which the social network graph can be designed. This graph is
then used to identify terrorist network or organized/unorganized crime networks. [1]
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Fig.2: SYSTEM ARCHITECTURE

In [2] the authors have proposed a Harmonized Mobile Forensic Investigation Process
Model (HMFIPM) for MF field. Here the DSR i.e Design Science Research is utilized to
frame the HMFIPM. DSR is mainly used to give solution to unsolved problem or to give
the improved, efficient and effective solution to any problem which has been solved
earlier. In the problem domain, if the knowledge growth is to be achieved, the model
needs to be developed with DSR methodology. To frame the HMFIPM, the main four
phases have been adapted as shown in Fig.3.
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Fig.3: Harmonized Mobile Forensic Investigation Process Model (HMFIPM)

In [3], the authors proposed seven tier framework and each tier represents a layer,
responsible for its specific functionality. As shown in fig. 4, the tier 1 layer performs the
preparation and strategy making process. The tier 2 layer does detect the scene of crime
happened. The tier 3 layer seizes the digital evidence and also takes care to preserve it
safely. The tier 4 layer is responsible for data extraction and acquisition. The tier 5 layer
functions as examiner and analyzer of the extracted evidence data. The tier 6 layer
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contains the reporting tool and performs the documentation which stands as evidence.
The tier 7 layer will be closing the case.

Fig.4: Seven Layered Framework for MF Analysis
In [4], for the purpose of MF, the MOS testing framework is proposed by authors. The
framework has been developed for the evaluation of the variety of mobile forensic tools
in terms of anti-forensics and the platform support offered by them. For a particular case
and for the platform specific profiles, it assures the quality of performance of the peculiar
mobile forensic tool. The proposed framework extends the test plan from NIST (National
Institute of Standards and Technology) by including assertions and test actions to cover
anti-forensics as well. In [5], the authors state that Even though the local acquisition
methods are quite useful but they majority times, tend to be non-supportive for specific
target mobile handheld. Maximum smartphones support data acquisition on remote basis
but that scenario demands further resources specifically when compared to the local
methods. Also the complete integrity of the extracted data cannot be guaranteed by local
as well as remote methods. So using the combination of local and remote methods can
come to rescue so that the above issue could be addressed. Hence the gathering of data as
soon as possible once the crime is committed, is possible by the forensic experts in
urgent cases. In [6], the TULP2G forensic software framework was proposed by the
authors aiming at the detailed examination of the electronic devices by the forensic
analyst. Even though this tool does not fully automate the forensic analysis, but proves to
be efficient when it comes to minimize human errors and to accelerate the pace of
forensic investigators. The proposed framework only defines the workflow for the
forensic examination and provides abstract design of the modules to the software
developers in the form of plug-ins. These modules i.e plug-ins contain the modus
operandi of the actual investigation process. It imbibes the general developers “learn
once apply everywhere” strategy. The drawback of the proposed framework is that one
needs to put initial efforts to get used to the process workflow. The beauty of the
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framework lies in simplicity for the software developers to add specific handheld
functionality without worrying about the graphical user interface and to avoid the
redundancy in coding. The authors feel that their approach will inspire the developers to
create fully automated forensic software tool.

Graphical User Interface

Report

Fig.5: TULP2G Framework Architecture.

4. Conclusion

In today’s era, the world is facing challenges mainly due to Crimes and Terrorism. Both
the challenges are empowered by the digital revolution in the mobile smartphones.
Technologically the smartphones are skyrocketing and here comes the need of Mobile
Forensics with the help of which, crucial evidences for criminal investigations can be
gathered. When we speak about the efficiency of any latest mobile forensic tools like
MOBILedit, Autopsy, Oxygen Forensic Suite, Encase Forensics, FTK Imager Lite, their
efficiency is limited against large pool of variety of mobile handsets as the smartphones
tend to differ in operating system, hardware, firmware, in-built security features,
communication protocols etc. If at all, the utility of these tools needs to be improved for
supporting more devices, then some new functionalities needs to be added in them so
that the single tool could be versatile for almost all mobile forensic cases. Various crucial
changes in the software development life cycle of these mobile forensic tools is the
solution towards the creation of universal mobile forensic tool. In the above paper, we
put focus on various challenges in the mobile forensics which are mainly due to lack of
sophisticated, universal and versatile mobile forensic tool. Hence there is dogmatic need
to not only create the novel and secure software framework but also to implement the
same to output such a MF tool that will address majority of the problems faced by
mobile forensic experts today.
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